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Course Overview

Course website is available here:
https://soumyabrata.dev/bdic.html
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(1/3) Cryptography




What is a Cryptography?

e The science of encrypting and decrypting information is
called cryptography.

® The result of encryption is ciphertext (c).

e We decrypt (d) ciphertext to recover plaintext.

e A key (k) is used to configure a cryptosystem.

p =d,(e,(p))
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(2/3) Symmetric Key Cryptography




Symmetric Key Cryptography

p=d,(e,(p))

® The two keys k, and k, are the same key k.

e Communicating parties share a secret key (k).
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(3/3) lllustration of symmetric key cryptography
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One-Time Pad: Encryption

a=000 d=001 e=010 h=011 i=100 1=101 0=110 v=111

Encryption: Plaintext ® Key = Ciphertext

Plaintext: 011 010 101 101 110 001 OOO 111 100 001

Key: 111 101 110 101 111 100 000 101 110 000

Ciphertext: 100 111 011 000 001 101 OO0 010 010 o001
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One-Time Pad: Decryption

a=000 d=001 e=010 h=011 i=100 1=101 0=110 v=111

Decryption: Ciphertext ® Key = Plaintext

Ciphertext: 100 111 011 000 001 101 000 010 010 001

Key: 111 101 110 101 111 100 000 101 110 000

Plaintext: 011 010 101 101 110 001 OOO 111 100 001
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Thank You




